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Here’s Gus our Cairn Terrier.
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THE PANIC AD

http://www.freeppt.net/tag-oktoberfest.html




Home » oktoberfest backgrounds

AdChoices [ » PowerPoint p Free Template - Free Backgrounds
okioberfest
» 3D PPT
S ABSiract and Teinas s Okitoberfest PPT Background not found the label.
b Animal _ -
» Animated
b Beauty

Cars and Vehicles
b Cartoons
» Christian

» Education

A required driver is missing.

Fix Now

» Energy
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Presentation Notes
Panic ads try to make themselves appear legitimate by a variety of means: using a Windows logo and labeling the action button in a way that leads a computer user into thinking something’s wrong.
By placing your mouse in the area which we’ve circled above, you would see that there are ad choices.  Once you see that, you know this is really an ad not a real warning from your computer.


“Are Outdated Drivers causing PC problems?

WinZip® Driver Updater has an extensive database of the latest and most up-to-
date drivers for software and hardware devices. Driver updater will scan your
system and identify outdated Windows drivers. When an outdated Windows driver is
found you can update the driver with a single click as well as:

Update outdated drivers

Backup and restore your drivers

Driver exclusion list for drivers that are already up to date
Scheduled dniver scans to ensure your PC is always up-to-date
Full compatibility with all of the latest operating systems and devices
Developed by a Microsoft® gold certified partner

€ € € € € 4

Free Download '

$29.95
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Presentation Notes
When we clicked on the FIX NOW button, we were taken to this page.  While the green and white buttons reads “Free Download, only the download is free.  The program itself costs $29.95.


1) Never install Driver Update
software.

2) The only driver update program
which is okay is the manufacturer’s
which came with the computer. If
vour computer didn’t come with
this type of software, don’t install

It.
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Presentation Notes
I can’t emphasize enough the importance of NOT installing driver update software.


THE MISSPELLED
URL

http://www.mirsoft.com/
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Presentation Notes
If you’re in a hurry or just not a good typist, it’s pretty easy to misspelling a Universal Resource Locator (web) address.  In this example, we errantly type mirsoft.com instead of Microsoft.com.


i) .

Related Links

»» Mircosoft Word y» Free FTA Keys

» Microsoft Net Framework

y» Project Management Tool

») Office )) Soft

»» MS in Project Manhagement

» Malware
¥ Security Soft

y»» Management Software

Search

Search Ads
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Presentation Notes
We landing on this major which, while not dangerous, isn’t the page we were looking for but, instead, is just a page with a lot of links.  If we click on those links and make a purchase, the owner of this domain (mirsoft.com) gets a kickback.
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Presentation Notes
In this example, we wanted youtube.,com but we missed the “u.”  


BLOCKED WEBSITE

Visiting this site might harm your computer!

To protect you, VIPRE has blocked this potentlally harmful content.

What should you do?
If you are unable to reach your usual home page, your computer may have
been infected with malware that made changes to your browser. Visit

http://www.vipreantivirus.com/support/ for assistance.

If you know and trust this website, you can unblock it. In VIPRE, go to

Manage and select Firewall. Under Web Filtering, click on Blocked Web Site
History. Click Allow next to this website's URL.

If you feel this website was incorrectly blocked, please click here to submit

the website address to our Lab for review.
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Presentation Notes
On one of our computers, when we tried to go to yotube.com, our anti-virus (Vipre) prevented us from even getting to the page.


avastlWeb Shield has blocked a harmtul webpadge ar
file.

Qkject.  httpchaosnns yotube. com)!
Infection: LIEL:Mal

Frocess: COFProgram Filesh. Mexplore. exe

MWore detalls.

Eeport the file as a false positive

o R | c0 sosm


Presenter
Presentation Notes
On a different computer, our anti-virus (Avast) allowed us to go the page but this warning popped up and the page disappeared.


Message from webpage
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On yet a third computer – this one with outdated anti-virus – we were able to go to the yotube.com page. The window above popped up.  We went ahead and click the OK button.


@deate wour download manager

Update Your Flayer in a Flash {Required to continue)

Please update to the [atest version available of the software for better perrurmant:e
Redquired to continue...

PLEASE READ THE TERMS OF LISE {'TERMS") CAREFULLY BEFORE USING THIS YWEBSITE ["SITE").
PLAYER DOWNLOAD MANAGER HAS POWERFLIL FEATURES THAT MAKE IT THE FASTEST AMD EASIEST
WAY TO DOWVNLOAD FILES. WITH OUR PLAYER YOLU CAN ALSO DOWNLOAD AMDWATCH VIDEOS FROM
YOUR FAYORITE SITES.

The new player lets you start watching videos immediately without having to swait for the download to be
completed, offers you an improved download experience with these great features: an embedded VLG

streamer, an online video downloader to easily convert and save videos from all the popular online video sites
andis a 100% free and safe to use. "

Accept and Install

W | agree with this update terms - 100% Free & Safe.
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The next window we received was this one which is made to appear like it comes from Adobe Flash.  Notice the play on words:  instead of Flash Player it reads “Player in a Flash.”  Again, IF you got this far, you should get out of the page.  But, if you click on “Accept and Install” see the next slide for what comes next.


finymie Click here to start your download

Richer, more immersive user experiences
Experience the web at its fullest
Beautiful HD video, faster graphics rendering, and high
performance
Bug fixes and security enhancements

Download



Presenter
Presentation Notes
Now, we get to the install Tiny Media Player.  We’ll click Download.


File Download - Security Warning §|

Do you want to run or zave this hle?

i Mame: TinwPlayerInstaller,exe
| Type: Application, 246KE

From: i.downloadsw.net

Run ] [ ] [ Cancel

patentially harm your computer. 1F vou do not trust the source, do not

| ﬁl While files from the Internet can be ugetul, thiz ble vpe can
S50 un or save this software. What's the risk?

f= Ji\".‘.
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Finally, a run/save window appears.  If we hit anything but cancel, our computer was taken over by malware (malicious software) and we were inundated with pop-ups, warnings, etc.  Since we performed this test in a virtual computer, we simply closed the virtual machine without saving the changes and all was well.


THE CHECK
MARKED BOX




Adobe Reader Optional offers

es, install Google Chrome as my
default browser.

Learn more | Install Option

o 1
*ANa

es, install Google Toolbar for Intemet
Explorer.

Learn more

Bl
.
‘:T

Version Xl (11.0.09)
System requirements

[ droogis

- c

Your system:

Mote: Your antivirus software must allow
you to install software.

Install now

Total size: 116.85 MB
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Presentation Notes
Even legitimate companies like Adobe will make an extra buck if they can.  If you install Adobe Readers and don’t remove the two check marks seen above, Adobe will be collecting a little money for the installation of Google Chrome and the Google Toolbar for IE.  Take the check mark out before you hit “Install Now.”


THE UNINTENDED
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The Unintended Consent – it’s probably the way most of us get taken to the cleaners with malware.


». KMPlayer

www.downloads.com
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Here’s a legitimate download from CNet.  Notice the “Installer Enabled” marking.  As soon as you see this, you know additional programs are going to be installed if you aren’t careful.


VIPRE Notification: On File Access
/1" Attention!

A known bad file was blocked from opening

- =

Program: Show Details...
C chsidlm-chsi2 13-+¥MPlayer-ORG-10659333[1] .exe(A _ _
View history...
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On my computer with Vipre Anti-virus, I wasn’t even allowed to download the program.


=1 KMPlayer

Welcome to the Download.com Installer

This will download & install your software. Click "Mext Step” below to continue and start your
download.

Download.com Secure Download
Download com hosts this file and has scanned it to ensure it i1s virus and spyware free.

Quick Specs
File Mame KMPlayer 3.9.1.129 \ersion 391129
File size 34 2M Date added October b, 2014

Step 1 of 6

e Mg e = -
ol T Ly = REEIN]

FAls | Privacy Policy | Terms of Use
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On our machine with Avast anti-virus, we were allowed to download the program.  Once we did, we started the installation and this was the first window we saw.  This window is fine.


Continue your installation

Install includes the Extensions by Spigot
{Brows=er Extensions (IE), Shopping
Helper/New Tab Assistant (GC), Slick
Savings, StartPage, Ebay and Amazon
Assiztant (FF). Set Yahoo! as your defaulit
search, home page, home and new tab pages
{IESFF/GC)

By installing you agree to the Terms of Use and Privacy Policy

SPECIAL OFFER

Termms ofUse

The Spigot Terms of Use applies to the Browser
Extensions (which includes Browser Extensions in
Google Chromefinternet Explorer, Amazon Shopping
Helper in Google Chrome and Mozilla Firefox, Slick
savings/StartPage/eBay and Amazon Shopping Assistant
in Mozilla Firefox} and Search Protection ("Program™).

Step 2 of 6

s
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The next window is set up to try to trick you into Accepting the offer (notice how the Accept button is bright green while the Decline button appears greyed out.  Read in the red square and you’ll see a list of all the junk that would be installed if you clicked Accept.  Not good!


=1 KMPlayer

SPECIAL OFFER

Special Offer

ArcadeGiant allows you to access premium
online games. Get access to the hottest
games around. Whether you like Action,
Adventure, Puzzle, Arcade, Racing, and
more, ArcadeGiant has just the games you
are looking for.

While ArcadeGiant i= installed, you will be
zerved advertizing through in-text,
pop—upfunder, transitional, in-image and
banner ad=s in your web brows=er based on
the content generally viewed. ArcadeGiant
software may automatically download
updates while you have it installed.

Terms of Use
ARCADEGLIANT TERNS AND CONDITIONS

SECTION ONE - GENERAL INFORMATION; ACCEPTANCE
OF TERMS

VWelcome to ArcadeGiant, which is owned by Arcadeyum
LLC {referred to herein as "Arcadeliant”, "we”, "us”, or
“our”}). We are glad you have decided to join our gaming
community.

By installing vou agree to the Terms of Use and Privacy Policy and to install Arcadeiant.

Learn More. Add/Eemove.

Step 3 of 6

- ‘JT i\k"' A @
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The third window, like the second, will install more junk if we click Accept.  The proper response is to click Decline.


r

=1 KMPlayer

Stay Connected with KNCTR!

KNCTR i= a versatile software tool that
offers FREE phone calls to North America
form anywhere in the world, daily video
content and social media integration with
Facebook and Twitter.

SPECIAL OFFER

Terms of Service

IMPORTANT NOTICE: NO SUPPORT FOR EMERGENCY
CALLING: libiti V'entures Inc. does not support or carry
emergency calls. Your agreement to the services
constitutes acknowledgement that this service cannot be
used to contact emergency services.

PLEASE CAREFULLY READ THIS LICENSE AGREEMENT
REGARDING THE MBIM VENTURES INC. WOIP SERVICES
AND SOFTWARE.

By installing you agree to Knctr's Terms of Service and Privacy Policy

Step 4 of 6

Ji\\““(\gﬂ
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The fourth and final window in this installation is more of the same.  Click Decline and keep your computer clean!


THE EMAIL SCAM




iv)

YAHOO!

Dear ¥ahoo! User,

We encountered a billing error when atternpting to renew your ¥ahoo! service
This type of error usually indicates that either the credit card you have on file
has expired ar that the billing address we hawve is not current

This is your final notice Please take a 20 moment to update your credit
card information by clicking here and submitting your information.

Fleaze note that we will attermpt to renew your service five days from today. If

we are still unable to charge your credit card at that time, your semvice will be
terminated.

sincerely,
‘fahool Billing Department
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Presentation Notes
We’ve gone over email scams a lot in our seminars.  In this email, the first thing which should make us pay attention is the “Dear Yahoo User.”  If we have a Yahoo account, they will definitely know our name.


THE “I DON'T KNOW
WHAT TO DO”
SYNDROM




Speed up browsing by disabling add-ons.

Choose add-ons

Aczk me later

This webpage wants to run the following add-on: ‘Apple’ from "AppleInc.’.  What's the risk?

Allow

w

Do you want to run or save avast_free_antivirus_setup_online.exe (4.63 ME) from software-files-a.cnet.com?

Run

Save

w

Cancel
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Speed up browsing.  Click on the black down arrow beside “Ask me later’ and choose “Don’t’ disable.”  You’ll be bothered least by choosing this option.
If you know you’re on a legitimate website and the add-on is from that same site, you’re probably safe to Allow.  In this example, it was an Apple add-on and we allowed it.
One of the reasons I like Internet Explorer.  Why save a download onto your computer when the program is going to be updated on a regular basis?


QUESTIONS




OUR OCTOBER
WEBINARS

Friday, October 17, 2014
2:00 p.m. * Using Google Earth — Part 2

Wednesday, October 22, 2014
12 Noon * Organizing Data Files - Part 2
(Documents, Pictures, Music, VIdEQS etc )




OUR NOVEMBER
SEMINAR

Saturday, November 8, 2014
“Hackers Are Turkeys”
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