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Here’s Gus our Cairn Terrier.
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The Panic Ad

http://www.freeppt.net/tag-oktoberfest.html



Presenter
Presentation Notes
Panic ads try to make themselves appear legitimate by a variety of means: using a Windows logo and labeling the action button in a way that leads a computer user into thinking something’s wrong.
By placing your mouse in the area which we’ve circled above, you would see that there are ad choices.  Once you see that, you know this is really an ad not a real warning from your computer.



Presenter
Presentation Notes
When we clicked on the FIX NOW button, we were taken to this page.  While the green and white buttons reads “Free Download, only the download is free.  The program itself costs $29.95.



1)  Never install Driver Update 
software.  
2)  The only driver update program 
which is okay is the manufacturer’s 
which came with the computer.  If 
your computer didn’t come with 
this type of software, don’t install 
it.

Presenter
Presentation Notes
I can’t emphasize enough the importance of NOT installing driver update software.



The Misspelled 
URL

http://www.mirsoft.com/

Presenter
Presentation Notes
If you’re in a hurry or just not a good typist, it’s pretty easy to misspelling a Universal Resource Locator (web) address.  In this example, we errantly type mirsoft.com instead of Microsoft.com.



The Misspelled URL

Presenter
Presentation Notes
We landing on this major which, while not dangerous, isn’t the page we were looking for but, instead, is just a page with a lot of links.  If we click on those links and make a purchase, the owner of this domain (mirsoft.com) gets a kickback.



The Misspelled 
URL

http://www.yotube.com/

Presenter
Presentation Notes
In this example, we wanted youtube.,com but we missed the “u.”  



Presenter
Presentation Notes
On one of our computers, when we tried to go to yotube.com, our anti-virus (Vipre) prevented us from even getting to the page.



Presenter
Presentation Notes
On a different computer, our anti-virus (Avast) allowed us to go the page but this warning popped up and the page disappeared.



Presenter
Presentation Notes
On yet a third computer – this one with outdated anti-virus – we were able to go to the yotube.com page. The window above popped up.  We went ahead and click the OK button.



Presenter
Presentation Notes
The next window we received was this one which is made to appear like it comes from Adobe Flash.  Notice the play on words:  instead of Flash Player it reads “Player in a Flash.”  Again, IF you got this far, you should get out of the page.  But, if you click on “Accept and Install” see the next slide for what comes next.



Presenter
Presentation Notes
Now, we get to the install Tiny Media Player.  We’ll click Download.



Presenter
Presentation Notes
Finally, a run/save window appears.  If we hit anything but cancel, our computer was taken over by malware (malicious software) and we were inundated with pop-ups, warnings, etc.  Since we performed this test in a virtual computer, we simply closed the virtual machine without saving the changes and all was well.



The Check 
Marked Box



Presenter
Presentation Notes
Even legitimate companies like Adobe will make an extra buck if they can.  If you install Adobe Readers and don’t remove the two check marks seen above, Adobe will be collecting a little money for the installation of Google Chrome and the Google Toolbar for IE.  Take the check mark out before you hit “Install Now.”



The Unintended 
Consent

Presenter
Presentation Notes
The Unintended Consent – it’s probably the way most of us get taken to the cleaners with malware.



www.downloads.com

Presenter
Presentation Notes
Here’s a legitimate download from CNet.  Notice the “Installer Enabled” marking.  As soon as you see this, you know additional programs are going to be installed if you aren’t careful.



Presenter
Presentation Notes
On my computer with Vipre Anti-virus, I wasn’t even allowed to download the program.



Presenter
Presentation Notes
On our machine with Avast anti-virus, we were allowed to download the program.  Once we did, we started the installation and this was the first window we saw.  This window is fine.



X

Presenter
Presentation Notes
The next window is set up to try to trick you into Accepting the offer (notice how the Accept button is bright green while the Decline button appears greyed out.  Read in the red square and you’ll see a list of all the junk that would be installed if you clicked Accept.  Not good!



Presenter
Presentation Notes
The third window, like the second, will install more junk if we click Accept.  The proper response is to click Decline.



Presenter
Presentation Notes
The fourth and final window in this installation is more of the same.  Click Decline and keep your computer clean!



The Email Scam



Presenter
Presentation Notes
We’ve gone over email scams a lot in our seminars.  In this email, the first thing which should make us pay attention is the “Dear Yahoo User.”  If we have a Yahoo account, they will definitely know our name.



The “I Don’t know 
WHAT TO DO” 

SynDROM



Presenter
Presentation Notes
Speed up browsing.  Click on the black down arrow beside “Ask me later’ and choose “Don’t’ disable.”  You’ll be bothered least by choosing this option.
If you know you’re on a legitimate website and the add-on is from that same site, you’re probably safe to Allow.  In this example, it was an Apple add-on and we allowed it.
One of the reasons I like Internet Explorer.  Why save a download onto your computer when the program is going to be updated on a regular basis?



Questions



Our October 
Webinars

Friday, October 17, 2014
2:00 p.m. * Using Google Earth – Part 2 

Wednesday, October 22, 2014 
12 Noon * Organizing Data Files - Part 2 

(Documents, Pictures, Music, Videos, etc.)



Our November 
Seminar

Saturday, November 8, 2014
“Hackers Are Turkeys”
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