


Before we get started:

From now on, when you view
the PowerPoint presentation
from any of our webinars, you’ll
be able to read our notes for
each slide. Let me show you
how that works.


Presenter
Presentation Notes
Demonstrate how to find our notes in the PowerPoint presentation


What is the definition of
“hacker?”

A hacker is a person who looks
for and exploits weaknesses in
computer systems, computer
software and computer
networks. Hackers are often
referred to as white hats.


Presenter
Presentation Notes
True hackers don’t use their abilities for personal gain or to cause disruption in the computer world.  Real hackers like to “take apart” software to see what makes it click and to see if they can find problems that should be fixed.  It is often a hacker who reports a problem to software companies like Microsoft, Apple, Oracle, Adobe and others.


What is the definition of
“cracker?”

A cracker is a hacker who uses
his or her abilities in a negative
manner. Crackers are often
referred to as black hats.


Presenter
Presentation Notes
Crackers are the “evil” ones in the computer world.  They cause chaos at every opportunity.  


But really...

You rarely hear the term
“cracker” outside of the IT
community. Most non-computer
media organizations refer to
both white hats and black hats
as “hackers.”



Why do crackers do what they
do?

1) Profit

2) Bragging rights

3) Political statements
4) Payback

5) For fun

6) Because they can


Presenter
Presentation Notes
Spammers often hire crackers to write malware so email can be sent out without the computer owner’s knowledge.  Spammers also often pay hackers to break into email accounts which have weak passwords for the same reason – to send out spam in the hopes that people will purchase.

Anonymous is a cracker community which often disrupts legitimate websites, usually as retaliation for some event that the community views as a “wrong.”




What are the most common ways
crackers cause problems?

1) By exploiting weak passwords.

2) Through social engineering.

3) By taking advantage of computers which
don’t have the latest updates.

4) By intercepting keystrokes on unprotected
Wi-Fi networks.

5) Through keystroke-capturing software
placed on a user’s computer.


Presenter
Presentation Notes
We’re going to look at these ways individually but in terms of what you can do to help prevent these things from happening.


Misconceptions about cracking.

1) “l don’t have anything important on my
computer; they won’t bother me.”

2) “lI don’t do anything financial online so |
don’t have to worry.”

3) “I’'m too smart to fall for a cracker’s social
engineering tricks.”

4) “l don’t go to gambling or porn sites where
bad software is usually found so I'm okay.”

5) “This is too much. | should just throw my
computer away and never go online again.”


Presenter
Presentation Notes
1-4: None of these will prevent your computer or email from being hacked.
5:  Although we’re focusing on a computing “negative” today, it really isn’t much different than fire.  There are lots of good reasons to use fire but there are people who like to start fires for bad reasons (arson).  We don’t give up using fire because the good far outweighs the bad.


What are ways to prevent a cracker

from affecting me?
1) Exploiting weak passwords.

1) Use strong passwords. (See our blog post:
http://www.4kcc.com/blog2/?p=222

2) Change passwords from time to time.

3) Don’t use the same password for
everything.

4) Don’t write your password where others can
see or easily access it.



Presenter
Presentation Notes
You’ve got to get this right.  Passwords are being exploited at an alarming rate.  Follow these rules and read our blog!

http://www.4kcc.com/blog2/?p=222

What are ways to prevent a cracker

from affecting me?
2) Through social engineering.

1) Don’t respond to emails, snail mail or phone

2)

calls which try to use fear, panic or deadlines
to get you to give up personal information,
buy a service or allow a stranger onto your
computer.

Remember that NO financial institution will
email you and ask you to click on a link to
validate personal info.


Presenter
Presentation Notes
Remember, legitimate companies never use scare tactics.  Oh, you also have to watch out for the “charmers.”


What are ways to prevent a cracker

from affecting me?

3) By taking advantage of computers which
don’t have the latest updates.

1) Keep your computer up-to-date including
Windows or Apple updates, Adobe Air,
Adobe Flash, Adobe Reader, Java, iTunes,

QuickTime.


Presenter
Presentation Notes
The philosophy., “If it ain’t broken, don’t fix it!” doesn’t apply here.  Just because you can’t SEE any “breaks” doesn’t mean they don’t exist.


What are ways to prevent a cracker

from affecting me?

3) By taking advantage of computers which
don’t have the latest updates.

2) If you are a Remote Technical Support
customer, be sure to log in for the Quarterly
Updates and log in if there’s an update popping
up and you’re not sure if it’s legitimate.

3) Read our blog for important information
regarding updates.


Presenter
Presentation Notes
Customers often don’t even open our quarterly reminder emails.  Some do open them but never log in.  Normally, we are open a total of 61.5 hours during a week.  That should be plenty of time to log in for a quarterly update.

We don’t like to send more than one email a week so the blog is a great place to find other information.


What are ways to prevent a cracker

from affecting me?

4) By intercepting keystrokes on unprotected
Wi-Fi networks.

1) Never, ever, access financial sites when your
computer is connected via a hon-secure
wireless network or a wireless network
where everyone has the same password to

gain access.


Presenter
Presentation Notes
I can’t preach this enough.


What are ways to prevent a cracker

from affecting me?

5) Through keystroke-capturing software placed
on a user’s computer.

1) Keep your anti-virus up-to-date.

2) Don’t let strangers on your computer —
remotely or in person.

3) Be leery of plugging USB drives into
your computer — drives given to you by
strangers (such as classmates, library
users, etc.)



What are ways to prevent a cracker

from affecting me?

5) Through keystroke-capturing software placed
on a user’s computer.

4) Stay off of high-risk sites. Examples:
gambling sites, porn sites, game sites from
companies you never heard of, hacker sites
and sites that offer well-known, expensive
software for cheap or free.



What are ways to prevent a cracker

from affecting me?

5) Through keystroke-capturing software placed
on a user’s computer.

5) Be leery of P2P connections (Napster,
etc.)

6) Remember that Instant Messaging is
also P2P and carries the same risks.


Presenter
Presentation Notes
P2P =- Peer to Peer – communications directly from your computer to another user’s computer.  There’s no server in between and no 3rd party to check for viruses or rootkits.

Speaking of Ims – NEVER respond to an IM that warnings you about security issues.


Things to Remember:

1) If given access and enough time, a
hacker/cracker can get into your
computer/email account.

2) Your job is to make it so difficult for
someone to get into your “stuff” that he
or she will move on to the next victim.



Our Final February Webinar

Tuesday, February 26, 2013 * 2:00 p.m.
Understanding Word Processing Programs



Our March Seminar

Saturday, March 9, 2013
10:00 a.m.-12 Noon

If You're Lucky Enough To Be Irish

We'll be covering videos - from your camera to
email, to DVD and to YouTube.



All Day Word Class

Saturday, April 6, 2013
9:00 a.m.-4:00 p.m.

At our home.

We'll provide lunch.
Minimum of 5 people, maximum of 10.
Bring your own laptop (we have some
loaners if you don’t have a laptop)
We'll cover tons of ways to make Word
work better for you.

Cost is S60 per person.

Register today!

E



Presenter
Presentation Notes
First come, first serve.  After the first 10 people, we’ll start a waiting list and once we have 5 or more, we’ll schedule a second training session.
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